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Start of official notes (Friday afternoon):

What do we want to continue with?

· More Issues with bis:

Do we have proposed solutions for any of the issues?  

· None put forth.

· NAT/FW

What are the NAT/FW Issues?

· Midcom vs. March? 

· Jonathan: basically wanted to ensure coverage of draft 

· AAA

NAT/FW

· Jonathan provided a basic overview of entfw draft:

· Current problem with already deployed firewalls/NATs.

· Want to enable users to talk to proxies outside enterprise (i.e. beyond Firewall/NAT). 

· Discussion that a basic, simple solution exists (but NOT scaleable).

· Want a near term solution to problem to allow SIP thru firewall without mucking with firewall.

· Current solutions provide tunneling of outbound traffic over TLS.

· Solution proposal: 

· Must be able to specify that RTP goes over TCP or TLS.

· Must solve problem with CONTACT header. 

· Background: For NAT, address in CONTACT header is wrong – need a way to indicate that IP address is not correct and indicate that receiving side should determine address from incoming message.  Henning pointed out that if the address is missing in CONTACT that this process must be done. 

· Conclusion: Jonathan wants folks to read the draft and evaluate this near term “hack” solution.  (Recognize that midcom/march should eventually solve). 

· Discussion:

· Rohan:  described scenario with Proxy outside the enterprise, using this CONTACT hack over the same TLS connection.  If pty within the firewall receives an incoming call, what is the CONTACT address received in the 200 OK? 

· Scenario with Proxy inside the firewall shouldn’t require this solution.

· VIA hiding:  Is that part of this proposal?  A: Jonathan – it would be reasonable to include that in this document.  

· Jonathan: this proposal requires an extensive amount of configuration.  

· Dan: Problem with clipping?  Jonathan: agreed there could be clipping.    

· Rohan: proposed that residential firewall problem is different than enterprise NAT. 

· Henning: will basically be multiplexing signaling and RTP over same port.   Jonathan: proposal has an RTP forwarding outside box.  Henning: can basically configure SIP over TCP using SSH.  Proposal that describe multiple  “recipes” to solve this problem.   Henning: Should we define default behavior wrt CONTACT?  Jonathan: No, want to specify a special CONTACT header for this. 

· Conclusion again: Jonathan wants folks to read the draft and evaluate this near term “hack” solution.

AAA

Existing SIP AAA Drafts

· Draft-gross-sipaq-00

· Draft-sinnreich-aaa-interdomain-sip-qos-osp-00

· Draft-johnson-sip-osp-token-01

· Draft-calhoun-sip-aaa-reqs-01

· Draft-pan-diameter-sip-01 (expired)

· Draft-byerly-sip-radius-00

Primary Issues

· Scope: Is this the SIP WG’s problem?

· What aspects of AAA will impact the SIP protocol?

· Interest/Importance (should be chartered)?

· Wanted: AAA requirements

· Architectures in which SIP will be deployed? 

? Is there general concensus that this is an AAA WG item?

· Henry S: 

· Shouldn’t repeat history of Multicast – need to figure how service providers can make money (thus need some sort of mechanism for Acctg).   

· Believes DIAMETER is totally broken as a protocol:

·    Need a general structure – e.g.. XML.   

· Proposes a AAA record between domains in SIP for call setup. (refer to OSP model in  Alan Johnston draft)

· There has been a precedence for inter-domain work, thus SIP WG does need to address this issue.   

· This view is also supported by another service provider participant (AT&T). 

· Adam: Not a WG problem

· Henning:

·  Several problems:

1. Gateway call issue – they want to be able to bill – end-to-end model.

· No concept of user having a role here. 

2. Resource reservation mechanism:  IP transport part of authorization/billing model

· This appears to be way out of the scope of the WG.

· Suggestion:

· Bigger problem is the Gateway problem.

· Discussion: 

· There was some disagreement that wireless service providers would also want the 2nd problem solved. 

· PatC: SIP experts are here.

· Henry S: 2nd problem above really just requires a “token”.  Alan’s draft is very brief and should be considered.   Agree that other parts can be done in other WGs.

· Henning: perhaps a group of experts need to work issue from SIP perspective.   

· PatC: proposes a BOF/WG for SIP/AAA.  Conclusion: Henry and PatC take this proposal to Allison. 

· Jon P: SIP already has a mechanism to carry Auth parms, etc. (thus SIP WG already deals with some “A” issues).

· Henry S.: again proposing that Alan’s draft should be part of WG.

· Pat C:  disagrees with Henry.  Proposes we go back to understanding requirements. 

·  Jonathan: Henry’s solution of a “token” only works for OSP model. Proposes the use of TLS. 

· Jon: agree with validity of Henry’s proposal for his scenario, but suggests there are other scenarios to consider. 

· Rohan: proposing a more general header (than token).  

· Henning: suggests that AAA discussion is a rathole for SIP WG. Retracts earlier proposal to work on a subset of this topic. 

· Henry: re-emphasized that SIP WG may be doomed for failure (or PBXs) if no acctg model exists.

· Henning: problem is not just SIP focused.  

· Jonathan: interested in the problem and agrees to the need to address  (but not necessarily in SIP WG).  Wants a mechanism to authorize TLS connection.  

· Discussion of Authentication:

· Current proposals:

· OSP (per previous discussion – clearinghouse model)

· Another proposal to use CHAP 

· Jonathan: Suggested that there are models that need to be addressed. For example, retail based peer-to-peer and 3rd pty authentication that can impact the SIP protocol. 

· PatC: discussing the use of CHAP – don’t want to re-create PPP dialup experience. 

· Apparently, a lot of existing ISPs that support CHAP want support of this in SIP.

· Henry: there are a number of models, BUT should understand requirements and general framework to support different models. (Jon P: per PatC’s current document)

· PatC: want to build on current doc (which includes 3G models) and add additional requirements for other models that need to be supported. 

· Discussion of Authorization:

· Proposed models for auth:

· DIAMETER (using conventional Authorization (for SIP))

· RADIUS

· OSP (proceeding call and following call)

· Jonathan: Dialpad model where traffic is terminated elsewhere (using TLS).  Peer-to-peer, no 3rd pty, bulk.  No extensions to SIP required.  One implementation requirement: validate that message comes from the appropriate customer (classic VPN secure tunnel mechanism). 

· Concluding discussion:

· Jonathan: agrees that this is a problem for the community.  Need requirements. BUT this is NOT a SIP WG problem. 

· Henning: Need to make a case that this is a separate effort. 

· Jonathan: need consideration of billing for things other than “minutes” – i.e. services. 

· Conclusion/Actions:

· Jonathan: Setup a separate mailing list and generate discussion on this.  Send a pointer to SIP and AAA WG mailing lists.
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