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Introduction

- [OUTBOUND] (draft-ietf-sip-outbound-nn, “Managlng Client Initiated
Connections in the Session Initiation Protocol ') describes
extensions to the Session Initiation Protocol (SIP) to support NAT
traversal

— defines behaviors for User Agents, registrars and proxy servers that

allow dialog initiating requests to be delivered on existing flows
established by the User Agent

 However, routing of mid-dialog requests over an existing flow is
explicitly placed out of scope by [OUTBOUND]

« ‘“draft-johns-sip-outbound-middialog-draft-00” attempts to highlight
some of the requirements for routing of mid-dialog requests when
using [OUTBOUND] and presents a solution based on existing
procedures defined in [OUTBOUND]
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Use Case 1

1. Edge Proxy (Edge Proxy 1) used to setup a dialog adds a Record-Route
header during the dialog establishment

Assumption: The URI inserted by Edge Proxy 1 resolves to multiple IP addresses

2. For the case of session termination:
 The caller sends a BYE to Edge Proxy 1

« After a period of unresponsiveness (Edge Proxy 1 fails), the caller sends a BYE
to the next Edge Proxy (Edge Proxy 2) identified by the DNS lookup

3. Upon receipt of the BYE:

Edge Proxy 2 attempts to forward the BYE based on the request URI (as the
route header will not identify a specific flow)

« The request URI identifies the callee based on the provided contact address

« If the callee is behind a NAT device, the contact address will most likely be an IP
Address containing the callee’s locally assigned IP Address. Since this address
will not be routable by Edge Proxy 2, the BYE will result in an error being
returned to the caller
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Use Case 2

1. Edge Proxy (Edge Proxy 1) used to setup a dialog added a Record-
Route header with a flow token during the dialog establishment

Assumption: The URI inserted by Edge Proxy 1 resolves to multiple IP
addresses

2. For the case of session termination:
. The caller sends a BYE to Edge Proxy 1

. After a period of unresponsiveness (Edge Proxy 1 fails), the caller sends a
BYE to the next Edge Proxy (Edge Proxy 2) identified by the DNS lookup

3. Upon receipt of the BYE:
. Edge Proxy2 will attempt to forward the BYE based on the flow token in the
route header rather than the request URI

. Given that this flow token was generated by Edge Proxy1, Edge Proxy 2 will
have no knowledge of such a flow and not be able to route the BYE. Since this
address will not be routable by Edge Proxy 2, the BYE will result in an error
being returned to the caller
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Requirements

 (Goal:

— Support the routing of mid-dialog requests in the presence of
multiple Edge Proxies which record-route at session
establishment

* Any solution that attempts to solve this use case should
adhere to the following requirements:

— The flow token remains unique to a flow, the flow can be
recovered from the token, and the token can not be modified by
attackers (this requirement is taken from Outbound);

— Work for the case where the SIP UA registers multiple AORs
from the same contact or different contact.

— Others?
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Next Steps

« Should the WG consider routing of mid-
dialog request over an existing flow as a
WG item?
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